
Raul Delioth

Resonant Acoustic 
Injection Attacks



• Resonant Acoustic Injection

• Phreaking

• MEMS Accelerometers
• Possibilities and Questions



Resonant Acoustic Injection

• Acoustic Injection: The Lyre Bird

• Acoustic Resonance: “is a phenomenon in 
which an acoustic system amplifies sound 
waves whose frequency matches one of its 
own natural frequencies of vibration. The 
term "acoustic resonance" is sometimes 
used to narrow mechanical resonance to 
the frequency range of human hearing, 
but since acoustics is defined in general 
terms concerning vibrational waves in 
matter, acoustic resonance can occur at 
frequencies outside the range of human 
hearing.” (Wikipedia)

• Mechanical Resonance: breaking glass 
with sound vis resonance.

https://youtu.be/mSB71jNq-yQ?t=76
https://en.wikipedia.org/wiki/Acoustic_resonance
https://en.wikipedia.org/wiki/Mechanical_resonance
http://salfordacoustics.co.uk/how-to-breaking-glass-with-sound


Phreaking (phone + freak)

• 1950s,60s,70s. Captain Crunch 
(a.k.a. John Draper), Steve 
Wozniak, disconnecting calls, free 
calls, international calls, 
subculture, social engineering.

• Blue boxes, black boxes, red boxes.

• The predecesor of computer 
hacking.

Blue%20boxes,%20black%20boxes,%20red%20boxes.
https://en.wikipedia.org/wiki/John_Draper
https://en.wikipedia.org/wiki/Blue_box
https://en.wikipedia.org/wiki/Black_box_(phreaking)
https://en.wikipedia.org/wiki/Red_box_(phreaking)


Microelectromechanical Systems 
(MEMS) Accelerometers and 
Gyroscopes 

• Piezoelectric accelerometers vs MEMS 
and Giroscopes. 

• MEMS used in rockets, airplanes, 
ships, cars, phones, smart-watches, 
military, VR headsets, drones, 
industrial and consumer robotics, etc.

https://www.youtube.com/watch?v=9WAckt2vrrQ


WALNUT: Waging Doubt on the 
Integrity of MEMS Accelerometers 
with Acoustic Injection Attacks

• T. Trippel, O. Weisse, W. Xu, P. Honeyman and K. Fu, "WALNUT: 
Waging Doubt on the Integrity of MEMS Accelerometers with 
Acoustic Injection Attacks," 2017 IEEE European Symposium on 
Security and Privacy (EuroS&P), 2017, pp. 3-18, doi: 
10.1109/EuroSP.2017.4

“Cyber-physical systems depend on sensors to make 
automated decisions. Resonant acoustic injection attacks are 
already known to cause malfunctions by disabling MEMS-
based gyroscopes. However, an open question remains on how 
to move beyond denial of service attacks to achieve full 
adversarial control of sensor outputs. Our work investigates 
how analog acoustic injection attacks can damage the digital 
integrity of a popular type of sensor: the capacitive MEMS 
accelerometer. Spoofing such sensors with intentional acoustic 
interference enables an out-of-spec pathway for attackers to 
deliver chosen digital values to microprocessors and 
embedded systems that blindly trust the unvalidated integrity 
of sensor outputs.”

https://ieeexplore.ieee.org/document/7961948
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