LEWIS:CLARK

STATE COLLEGE

CS435: COMPUTER NETWORKS

Faculty: S. Seth Long, Ph.D Semester and Year: Fa 2026

Email: sslong@Icsc.edu Course Location: MLH 310

Telephone: 208-792-2012 Course Meeting Times: 10:30 AM M/F
Office Location: TJH 210 Credit Hours, Section: 3 credits (01 section)
Office Hours: M 1:30-3:00, Th 10:30-12:00 Delivery Mode: Lecture

Course Description

Covers current computer network architectures, protocols, and applications. Topics include: digital
networks and the Internet, network architecture, network layers, services and communication
protocols, the application layer, the transport layer, the network layer, the data link layer, wireless and
mobile networks, and ethical issues with digital networks. Emphasis on Internet and current
communication protocols, and the engineering trade-offs of network design and implementation.
Includes hands-on sockets programming coursework.

Pre-requisite / Co-requisite
CS311 with a C or better.

Course Learning Outcomes
Upon successful completion of this course, students should be able to demonstrate the following
competencies:

1. Understand computer networks and the Internet

2. Be able to write client/server programs

3. Become more experienced writing multithreaded software and data management
4. Be familiar with principles for writing UNIX software

Required Text/Materials

There is no official textbook for the course.

Communication Policy
Email is the best way to reach me, and | try to respond within 24 hours during the work week (Monday
through Friday). Often | respond on weekends as well, but less consistently.
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Grades
Grading Policy/Evaluation
Your grade will be calculated based on the following items:

Item Percentage of Grade
Midterm Exam 20%
Final Exam 20%
2 Projects 50% total (20% for the client, 30% for the server)

Homework 10% total

Assignment and Grading Feedback

Attendance will not be taken in this class except as required for fiancial aid purposes. However, all
material presented during lecture is ““fair game" for the midterm and final, and some of this material
may not be in the book as well. Therefore | recommend that you always attend class.

| strive to return feedback on assignments within a week, however, other priorities such as providing
content for class and answering student questions may override this goal.

Grading Scale
Letter grades will be assigned in the following way:

Letter Percentage
A 100 - 90

B 80-90

(o 70-80

D 60-70

F Below 60

Use of + or - grades (such as B+ or A-) and curves will be at the instructor's discretion.

Course Assignments

Course Assignments will appear on the course website. The biggest assignment by far is the
client/server project. The server is divided into three milestones, each with a deadline and associated
grade. If you miss a milestone, you will still have to do the work for the next milestone.

In addition to the client/server project, there will be several smaller homework assignments. These will
be assigned at least a week before they are due.
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Course Schedule

Fall 2026 CS435 Tentative Schedule

Week | Course Content Events

Aug 23 | Introduction to the Sockets API and TCP /TP Homework 1

Aug 30 | Multithreaded Servers Homework 2

Sep 6 | No class Monday, LURK Protocol and Binary Net- Homework 3
work Data

Sep 13 | LURK Chat Server Demo Homework 4

Sep 20 | Writing a LURK bot Server Milestone 1

Sep 27 | DNS Server Demo

Oct 4 | Multithreading and Data Management
Oct 11 | Midterm and answers Server Milestone 2
Oct 18 | Client Ul

Oct 25 | More on Client Ul
Nov 1 | Server Presentations Server Due
Nov 8 | Using UDP
Nov 15 | Encryption

Nov 22 Thanksgiving Break

Nov 29 | Security

Dec 6 | Class Client Testing Client Due
Dec 13 Final Exam Monday, December 14, at 10:30 AM in MLH 310

*The instructor reserves the right to make changes to the course schedule, as needed, to accommodate
situations that may arise throughout the semester. Notice shall be given (in-class, on Canvas, etc) as
soon as any changes need to be made.

Shared College Information

Consumer Information

The Higher Education Act of 1965 (amended in 1988 and 2008) requires all post-secondary institutions
offering federal financial aid programs to provide key data to both prospective and current students. To
comply with this requirement, LC State has developed a consumer information webpage (full URL:
https://www.lcsc.edu/consumer-information) for your reference.

Student Rights and Responsibilities

Students are responsible for knowing their program requirements, course requirements, and other
information associated with their enrollment at LC State. Students should review the LC State General
Catalog (full URL: http://catalog.lcsc.edu/) and the LC State Student Handbook (full URL:
https://www.lcsc.edu/media/13291/Icsc-student-handbook-8923-upload.pdf) for more information.

State Law, Academic Freedom, and Course Expectations

Effective July 1, 2025, Idaho Code § 67-5909D establishes that courses “derived from or that promote”
certain concepts associated with critical theory or diversity, equity, and inclusion (DEI) may be subject to
additional state-level reporting and oversight. However, the statute also explicitly affirms that it does
not “limit the free discussion of ideas in a classroom setting.” At LC State, this provision protects our
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ability to foster a learning environment grounded in open inquiry, respectful dialogue, and academic
integrity.

As one of Idaho’s four public four-year institutions, LC State is governed by policies of the Idaho State
Board of Education, including the following principles articulated in SBOE Policy Il1.B:

“Membership in the academic community imposes on administrators, faculty members, other
institutional employees, and students an obligation to respect the dignity of others, to
acknowledge the right of others to express differing opinions, and to foster and defend
intellectual honesty, freedom of inquiry and instruction, and free expression on and off the
campus of an institution.”

In line with these principles, this course is designed to encourage your academic development through
thoughtfully selected readings, activities, and assignments. You are invited to engage critically with
course materials, analyze competing viewpoints, and arrive at your own reasoned conclusions. While
some content may challenge your perspective, you will not be asked or required to adopt any specific
ideological or political position.

As you review the course syllabus and other instructional materials, please know they have been
developed to support a respectful, engaging, and rigorous learning community. If at any point you
decide that this course does not align with your academic preferences or goals, you are encouraged to
contact your Academic Advisor (full email: advisor@Icsc.edu) to discuss available alternatives. Be sure to
consult the LC State Academic Calendar for important deadlines related to course withdrawal or
schedule changes. If you are receiving scholarships or financial aid, consult with the Financial Aid Office
about potential impacts on scholarships or financial aid eligibility.

If you have questions about course content, instructional approach, or academic freedom policies,
please contact the Provost/VP of Academic Affairs (full email: academicaffairs@lcsc.edu). We are
committed to your success and to upholding LC State’s standards of academic excellence, respect, and
transparency.

Academic Freedom

Lewis-Clark State promotes, values, encourages, and creates an environment that adheres to the
principle of academic freedom. Deep at the institutional core is the intellectual pursuit of all knowledge
and theories, thought, reason, and perspective of truth for all LC State students, faculty, staff, and
administrators.

A student’s right to academic freedom and expression are specifically identified in the student
handbook, which essentially states concepts expressed in the classroom are for educational purposes,
and a student’s adherence to any belief system will not be used as evaluative criteria.

Disclosures

During this course, if you elect to discuss information with your instructor that you consider to be
sensitive or personal in nature, and not to be shared with others, please state this clearly. Your
confidentiality in these circumstances will be respected unless upholding that confidentiality could
reasonably put you, other students, or other members of the campus community in danger. In those
cases, or when faculty are bound by law to report what you have shared, such as incidents involving
sexual assault or other violent acts, a report will be submitted to appropriate campus authorities.
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Student Health & Wellness

Students at LC State have access to health services at Student Health Services (full URL:
https://www.lcsc.edu/student-health) and mental health services at the Student Counseling Center (full
URL: https://www.lcsc.edu/student-counseling) on campus. In the event of an emergency, please seek
medical help, and if necessary, report the incident to LC State Security (208-792-2226). Fieldtrips or
other special student activities may also require students to submit a signed participation waiver (forms
are obtained from the supporting Division Office).

Accessibility Accommodations

Students requiring special accommodations or course adaptations due to a permanent or temporary
disability and/or health-related issue should contact Accessibility Services (LIB 161, 208-792-2677).
Information can also be found on the Accessibility Services website (full URL:
https://www.lcsc.edu/accessibility-services). Official documentation may be required to provide an
accommodation and/or adaptation.

Academic Integrity

Academic dishonesty, which includes cheating and plagiarism, is not tolerated at LC State. Individual
faculty members will impose their own policies and sanctions regarding academic integrity situations.
Students who have been sanctioned for academic dishonesty may be referred to the VP for Student
Affairs for official disciplinary action.

Artificial Intelligence (Al)

It is recommended instructors include a statement documenting the Al usage expectations for their
course. The Academic Affairs, Information for Faculty website (full URL: https://www.lcsc.edu/academic-
affairs/information-for-faculty) offers several Al Statements to help instructors relay expectations of
how students may use Al for the course.

lllegal File Sharing

Students using LC State’s computers and/or computer network must comply with the college’s
appropriate use policies and are prohibited from illegally downloading or sharing data files of any kind.
Specific information about the college’s technology policies and its protocols for combating illegal file

sharing is contained in LC State Policy 1.202 - Appropriate Use Policy for Technology (full URL:
https://www.lcsc.edu/media/2627/1202-appropriate-use-for-technology-accessible.pdf).

Testing Center for In-Person Proctoring (Remove if not needed)

This course has proctored exams. If you are located at the Lewiston Campus, you can take proctored
exams at the LC State Testing Center. It is located in the Library Building, Rm 161; call to schedule your
exam - 208-792-2100.

If you are located near the Coeur d'Alene Center, you may use the NIC Testing Center. They are located
on the second floor of Molstead Library; call to schedule your exam - 208-616-7203. If located at a
distance, you can arrange to use an approved proctor at your location. You will need to contact the LC
State Testing Center (full URL: https://www.lcsc.edu/testing-center) to have a proctor approved and
arrange to have test passwords and/or materials sent to your local proctor.
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